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Abstract:  

Today, smart homes, smart water networks, intelligent transportation, are infrastructure systems that connect our world more than 

we ever thought possible. The common vision of such systems is usually associated with one single concept, the internet of th ings 

(IOT), where through the using of sensors, the entire physical infrastructure is closely coupled with informat ion and 

communicat ion technologies. In such a sophisticated dynamic system, devices are interconnecting to transmit useful measurement 

informat ion and control instructions via distributed sensor networks. A wireless sensor network (WSN) is a network formed by a 

large number of sensor nodes wireless sensor networks are regarded as a revolutionary information gathering method to build t he 

informat ion and communicat ion system, which will greatly improve the reliability, and efficiency of infrastructure systems.  In 

this project, we design a system where each physical data is transmitted or communicated using a secure procedure. This method 

involves adding of keys to the data where the whole data is encrypted into inclinable data. From this, we can achieve a secure way 

of transmitt ing the data required to the whole world using Internet of things (IOT) and wireless sensor network (WSN).  

 

Keywords: ESP8266 Wi-Fi module, wireless sensor network, personal computer, liquid crystal display (LCD), user interface.  

 

I.INTRODUCTION  

 

Securities in terms of Networks have turned out to be more 

significant to Organizat ions, Military and personal computer 

user’s. Since various kinds of threats are for data from sending 

it from sender side over internet till it reaches to receiver. Here 

we will focus on SSL it is a technique used to give client and 

server authentication, data confidentiality and data integrity. It 

transform our data into unintelligible form, data which we will 

be sending can be text or no text form, by encrypting our data 

we can save it from attacks  like eavesdropping, In which  

interception of communication by unauthorized person, he can 

either listen or can add malicious information in our data 

which can lead to catastrophic results. This technique of secure 

data transmission is very useful in securing the integrity of data 

sent by the Unmanned Aerial Vehicles in military applicat ion 

to commercially used Electricity meter. The Internet of Things 

(IOT) parad igm refers to the net-work of physical objects or 

“things” embedded with electronics, software, sensors, and 

connectivity to enable objects  to Exchange data with servers, 

centralized systems, and/or other connected devices based on 

variety of communicat ion infrastructure. The economic impact  

of IOT technology by year 2025 will range from 2.7 to 6.2 

trillion dollars [7]. Gartner forecasts predict that by the year 

2020 20.8 billions of IOT devices will be installed. Such 

staggering numbers show that IOT will have a major impact. 

 

Table.1. Hardware & Software requirements  

S.no Hardware requirement Software 

requirement 

1 Node mcu 

(ESP8266 Wi-Fi 

module) 

Arduino compiler 

(ESP 12E module) 

 Power supply c/c++ programming 

language 

 Wireless sensor network  

 Liquid crystal display 

(LCD) 

 

II. LITERATURE REVIEW 

 

Compared to the previous systems, our system contains low 

cost and high performance features. Here we are using 

ESP8266 and Node mcu is a tool which is very easy to install 

and maintain based on processor actions the secure data will be 

operated. The total system consists of:  

 

a. Secure data transmission using ESP8266Ex: 

Node mcu is an open source IOT platform. It includes 

firmware which runs on the ESP8266 W i-Fi SOC from 

Expressive systems, and hardware which is based on the ESP-

12 module. It is easy to prototyping kit. It is a RISC based 

microprocessor. Here the code we write for the Node mcu is 

executed by micro processor. A simple c or c++ code can be 

dumped on ESP 12e module. The data will be encoded and 

decoded by using the cryptography. 

 

b. Advanced and high performance features: 

Now a day the data security is major requirement in our day to 

day life. The maintenance of this  data has become complex. So  

here we use some security things. By using keys to secure the 

data. In that we are using the symmetric key .it is a private key 

of secure the whole data in anywhere. The data is in the fo rm 

of plain text  of cipher. 

 

III. METHODOLOGY 

 

Secure data transmission is a standalone independent system. 

These must be placed in symmetric key. Here using the 

wireless sensor network. 

 

Block diagram: The block diagram of this system basically  

consists of a power supply unit Node mcu, keys and liquid 

crystal display. The clear cut working of each block is as 

follows. 
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        Figure.1. block diagram of system 

 

Power supply; 

The Power Supply is a Primary requirement for the project  

work. The required DC power supply for the base unit as well 

as for the recharging unit is derived from the mains line. For 

this purpose centre tapped secondary of 12V-012V transformer 

is used. From this transformer we getting 5V power supply. In 

this +5V output is a regulated output and it is designed using 

7805 positive voltage regulator. This is a 3 Pin voltage 

regulator, can deliver current up to 800 milliamps.  

 

Encryption and Decryption section:  

It is a method of storing and transmitting data in a particular 

form so that only those for whom it is intended can read and 

process it. However in today’s computer centric world  

cryptography is most often associated with scrambling 

plaintext into cipher text, then back again individuals who 

practice this field are known as Cryptographers.  Secret-key 

cryptography is another term of symmetric key encryption 

cryptography technique. For both encrypting and decrypting 

data communal ret key is required. Algorithms which are used 

in such encryption technique are relat ively very efficient in  

handing out large amounts of informat ion than asymmetric 

encryption algorithms. Symmetric encryption algorithms are 

divided into two types one is block ciphers (block encryption) 

and other one is stream ciphers (bit-by-bit encryption). 

 

 
 Figure.2.dcryption image 

LCD section: 

LCD stands for liquid crystal display. Character and graphical 

LCD's are most common among hobbyist and did electronic 

circuit/project makers. Since their interface serial/parallel pins 

are defined so it’s easy to interface them with many 

microcontrollers. Many products we see in our daily  life have 

LCD's with them. They are used to show status of the product 

or provide interface for inputting or selecting some process. 

Washing machine, microwave, air conditioners and mat  

cleaners are few examples of products that have character 

graphical LCD's installed in them. 

 

       
Figure.3. 16x2 Character LCD Rows and Columns 

 

Control section: 

The Node mcu connections are given to the LCD. Here we are 

using the 16*2 LCD. The power supply positive is connected 

to the Vcc pin and negative is connected to the ground. we can 

the blue light on node mcu board that it is powered.  

 

 
 Figure.4. circuit of system for hardware  

 

 
 Figure.5. Output of Software          

 

IV. ENABLING TECHNOLOGIES OF IOT: 

 

 RFID: To identify and track the data of things.  

 SENSOR: To collect and process the data to detect 

the changes in the physical status of things.  
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 SMART TECH: To enhance the power of the network 

by evolving processing capabilities to different part of the 

network.  

 NANO TECH: To make the smaller and smaller 

things have the ability to connect and interact. 

 

V.DRAWBACKS  OF EXISTING TECHNOLOGIES: 

 

a. Poor security: 

Virtually every network technology has some security built  

into prevent hackers from accessing your data without your 

permission. Bluetooth security is weak compared to Wi-Fi and 

other wireless data standards. 

 

b. Slow data: 

It is intended to be very energy efficient, it sends data 

relatively slow. 

 

c. Battery drain: 

It does slowly drain the battery of your cell phone or other 

mobile devices. 

 

IV. CONCLUS ION 

 

This paper proposes a novel technique for secret data 

communicat ion that can thwart specialized reverse engineering 

techniques by resolving the data interception problem. During 

data transmission if data is intercepted it can be successfully 

extracted by attacking the cryptographic algorithm. We 

proposed an image cryptography scheme based on algorithm 

that hides the encrypted message inside cover images  

imperceptibly. Breaching the communication system would  

involve intercepting, identifying, extracting, reverse 

engineering and decoding. Thus this scheme provides two tier  

securities, first using cryptographic key and second using 

crypto key where the secret message is  encrypted before 

embedding and decrypted after decoding. 
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